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1 What is PAM? 
 
Established in August 2009, PAM (PIPER-RX Application Monitor) is a FREE 
open source e-mail alert on exception, extensible, self-maintaining application 
 
It is designed to sit in the background, and let you know when it finds something 
you should know about; your “virtual Applications Administrator” if you will. 
 
PAM, being open source in design, means its educational value is even more 
enhanced. If you want to see how PAM does something the code is all there for 
you to learn from…all you have to do is look!  
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2 PAM History 
 
After over 20 years working with Oracle (the product, not the Company) and 
Oracle E-Business Suite (since Release 5) I always thought that I would write a 
book on how to look after your OEBS application. In my experience I have found 
that the DBA / Apps DBA only tends to look after the database and the ever more 
complex technology stack and the business user usually only looks after 
business activity. Consequently at nearly all sites I have been exposed (and 
these number in the hundreds, it has been a long career!) there is one common 
theme - the basics of Applications Administration usually get missed. Reflecting 
on this I was eventually to decide that a combined tutorial and software offering 
was the best way to help bridge the gap. 
  
With introduction of TOAD reports manager in TOAD 9.6 I was able to write 
simple reports that provided much of what I needed to manage the day to day 
Applications Administration activities in an OEBS environment. As time 
progressed my reports became more detailed and complex, particularly when I 
learnt how to call stored procedures from within a TOAD report. At the end of my 
“TOAD reports” project I had approximately 400 reports… J maybe I needed to 
get out more… 
 
Then in mid-2008 I ceased fulltime work and took up small strategic contracts 
only. This gave me the time to write PAM incorporating pretty much all I have 
learnt, monitored and reported on in Applications Administration over the years.  
 
During the 18 months between August 2009 and February 2011 we built and 
released PAM as a series of tutorials, each release comprising a software pack 
and tutorial that: 
 
× Explains why we look for a particular item 

× The alert that PAM provides 

× And what to do with the information 

 
My reasoning for providing the tutorial approach was that in today’s market place 
large complex enterprise tools are provided with training that you have to fit in 
between managing your business. In my opinion training spends more time on 
configuration of the tool, dashboards and reports, with little to no time on 
interpreting the information provided and what to do with that information. So in 
affect only a small percentage of the tools functionality gets used, what happens 
is you become more efficient at the stuff you know and feel comfortable with. 
This in my mind defeats the purpose. The basics still get missed. 
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In addition – once you decide a tool would help, most OEBS tools in the market 
are enterprise level tools you generally have to wait a year for the purchase 
process to complete and then a few months for implementation and training and 
configuration for your site to complete.   
 
I thought, wouldn’t it be good to have a product that installs in 5 minutes, is self-
configuring and provides information alerts, reports and processes in a format 
readily usable by the apps administrator and business users, just like to old point 
products used to be…AND you get all the training on why monitored items are 
important and what to do them. 
 
As a unique point of difference to anything else I have seen out there, PAM 
deliberately focuses on the educational element and provides all the software 
and reporting you need to implement that learning. Hence the tag,  
 

“Blurring the lines between product and training” 
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3 PAM Version 2 - PAM all-in-one 
 
April 2011 saw the release of PAM all-in-one which comprises: 
 

¶ Over 40,000 lines of code 

¶ 150+ Reports 

¶ 15 tutorials comprising some 570 pages 
 
Apart from general functionality and training guide improvements, PAM all-in-
one enables the user to download the PAM software and tutorials in one pass 
rather than as 15 individual tutorial/software packs. This simplifies download and 
installation significantly. Also, Each PAM alert now provides the tutorial reference 
to make issue resolution easier. 
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4 PAM Future 
 
We are not done with PAM yet!  
 
Future development will see PAM providing additional alerts as modules that can 
be independently installed or uninstalled based on your requirements. E.g. If you 
are not running GL then you don’t need to install the GL Module. 
 
Examples of future modules: 
 
General Ledger 
 
× Alert when un-posted batches detected older than X months 
× Alert if the GL Program Optimiser has not been run 
× Alert when the number of submitted FSGs exceeds the alert threshold 
× Plus 12 reports coving sets of books, GL code combination selectivity 

through to who has been running FSGs 
 
Specialisation Rules 
 
× Alert when possible specialisation rule issues are found 
× Alert when a manager is disabled and there are specialisation rules 

assigned 
× Alert when a program is assigned a request type that does not exist 
× Plus 14 reports detailing all aspects of specialisation rule configurations 

 
Password Audit 
 
× Alert when new accounts created 
× Alert when accounts with no pwd aging found 
× Alert when accounts with pwd aging days exceeds site policy 
× Alert when excluded accounts with pwd aging days exceeds site policy 
× Alert when accounts with pwd aging accesses exceeds site policy 
× Alert when excluded accounts with pwd aging accesses exceeds site 

policy 
× Alert when a terminated employee’s account has not been closed (end 

dated) 
× Alert when a terminated employees account has been accessed 
× Plus 8 reports detailing the above activity 

 
 
These are just a few of the modules planned for release during 2011. Also we 
plan to implement PAMwebview. For all of you that just love dashboards PAM 
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will soon have a simple set of web pages showing your Application activity over 
time. 
 
Finally, a series of “Top 10” reports are on their way as well. Many areas will be 
covered including…… 
 
× Users and user activity 

× Concurrent requests 

× Responsibilities 

× Forms… 

 

…the list goes on! 

 

2011 may well be PAM’s busiest year yet! 
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5 Don’t want to install PAM in your production 
environment? 

 
 
We understand your concerns!…. 
 
Remember, PAM will provide invaluable information when installed on a fresh 
copy of production; you just won’t get the daily activity information… It is certainly 
worth starting this out this way to get many of the training and general 
informational benefits of PAM. 
 
Remember, TOAD was FREE and open source once…. J 
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6 What you need to run PAM 
 
1. Oracle E-Business Suite application 11i or 12i 
 
2. An application schema account with the following privileges: 
 

× Connect 
× Resource 
× DBA 
× Select any table 
× Execute any procedure 
× Select any dictionary 

 
3. TOAD® Version 10 for Oracle 
 
4. SMTP service available on the target application database 
 
5. Sign-on audit level set to a Responsibility (optional). PAM requires a 

minimum of Responsibility level to report on application full service activity 
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7 PAM - technical & legal information 
 

7.1 Open source 

 
The PAM application, including all source code is made available under the 
terms of the GNU Affero General Public License as published by the Free  
software Foundation www.gnu.org/licenses/gpl.html  and is subject to the 
PIPER-RX legal notices and disclaimer. Refer to the disclaimer section of our 
web page http://www.piper-rx.com/pages/disclaimer.html  
 

http://www.gnu.org/licenses/gpl.html
http://www.piper-rx.com/pages/disclaimer.html
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8 How PAM works 
 
PAM consists of approximately: 
 
× 19 control and check procedures  
× 12 reporting procedures 
× 31 tables 
× 150 Reports 
× 150 pages of tutorials 

 
Quantities are subject to change without notice. 

 
Why so many packages? If one becomes invalid we don’t want the whole 
application to stop… 
 
At a regular intervals, using the DBMS JOBS function, a controlling procedure 
checks to see if there are any checks (procedures) to be run to check the 
application.  
 

Note: DBMS JOBS has been used as not all OEBS application versions have the 
DBMS_SCHEDULER 

 
On exception, an alert is recorded and an alert message is sent via e-mail using 
the database UTL.SMTP function to the target recipient. 
 
It’s that simple! 
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9 PAM features 
 
This section describes some of the special features available in PAM 
 

9.1  Install / uninstall 

 
The install process should take no longer than 5 minutes and does not require 
root level access. Unlike some tools on the market, the PAM uninstall process 
will remove all traces of the PAM application. 
 

9.2 No complex setup process 

 
Out of the box, PAM will set many of the alert thresholds based on the 
applications current activity levels. 
 
All check frequencies are either preset or calculated on install based on your 
site’s activity. 
 

9.3 Smart alerting 

 
PAM is an “alert on exception” application. In many cases PAM will generally 
alert once per day for a given item e.g. when the number of completed requests 
exceeded its threshold value.  
 
Where an alerted item is considered “fixable”, e.g. The Workflow mailer is 
experiencing issues, PAM will alert until the item is actioned. 
 
In some instances where continued alerting is of limited value add,  PAM will 
slow the alert frequency down (configurable) so as not to cause mail storms or  
repeated (annoying) alerts to the recipient. 
 
PAM E-mail alerts provide instructions on which of the many TOAD® Reports 
Manager based reports to run to gain more information on the alert. 
 
All Individual PAM checks can be turned off if not required. 
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9.4 Clone protection feature 

 
If the application running PAM is cloned, when the clone is started PAM will auto 
disable its self thus preventing duplicate e-mail alerts. Re enabling PAM in the 
cloned environment is a simple process. 
 

9.5 Check frequency scheduler 

 
PAM provides the ability to run individual checks in N minute, N hour, N day, N 
week, N month time intervals. 
 

9.6 Time of day 

 
For daily, weekly and monthly checks PAM provides the ability to set the time of 
day (hour only) that the check will run so you don’t accidently run checks during 
the working day or during your backup period. 
 

9.7 Time creep function 

 
Many single thread monitors have a tendency for their check and or collection 
process to time creep; that is, the check or collection process runs a little later 
each day. PAM’s time creep function prevents this from occurring (daily, weekly 
and monthly scheduled checks only). 
 

9.8 Extensible 

 
PAM is fully extensible; in fact we provide a detailed tutorial with four examples 
and all the PLSQL you will need to add your own application checks. 
 

9.9 Auto thresholds 

 
PAM provides an auto threshold feature for a number of alert checks. We use the 
current application activity levels to set alert threshold values. 
 
× PAM will set an initial alert threshold on install so you are ready to go 
× Where there is insufficient on-line history available for setting thresholds 

for selected alerts, the Auto threshold feature will be disabled. When 
sufficient on-line history is available the auto threshold will be re enabled. 
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× On a periodic basis PAM will reset alert thresholds based on the 
application activity levels (this feature can be turned off entirely  or turned 
off for individual checks) 

 
Auto thresholds are set for: 
× Application response time 
× Concurrent requests - completed total, error and warning 
× Application connections  
× Self-service connections  
× Self-service page requests 
× Self-service page requests rate 
× All workflow statuses 
× Workflow mailer items 

 

9.10 APIs 

 
Provides approximately 160 APIs to simplify the management of PAM  
 

9.11 Self-Purging 

 
We believe monitoring tools should be self-managing. PAM will auto purge its 
repositories that collect data such as alerts, debug information, application 
historical activity etc… The amount of data being held in each PAM repository 
object is fully configurable.  
 

9.12 Self-Monitoring 

 
You are in the business of running a business not a monitoring tool. PAM is self-
monitoring and will alert you if PAM discovers: 
 
× a PAM package becomes invalid.  PAM will alert you and then disable the 

individual checks associated with that package until the package is re-
compiled 

 
× a PAM package is generating a number of errors. PAM will alert you and 

then disable the offending package for the remainder of the day 
 
× Unbounded growth. When any PAM repository objects row count exceeds 

the PAM threshold value you will be alerted 
 
……and much more. 
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10 E-mail alerting 
 

10.1 Grouped e-mail alerts 

 
PAM prevents alert e-mail storms by grouping large numbers of the same alerts 
into a single e-mail. The number of alerts to be grouped is configurable. 
 

10.2 Multiple destinations routing 

 
PAM provides the ability to send different alerts to different recipients e.g. 
workflow alerts to the workflow administrator, user alerts to the Applications 
administrator etc…  
 

10.3 Heart beat e-mail 

 
If everything is running well you will not receive PAM alert e-mails. Because of 
this PAM provides a heartbeat e-mail to let you know PAM is still there working 
for you. The heart beat e-mail lists the number of alerts generated between heart 
beats and any PAM object errors that may have been occurred. 
 

10.4 What to do with the e-mail notification 

 
Each PAM alert e-mail provides detailed information on the nature of the alert 
and what to do to find out more information about the issue including a PAM 
tutorial reference number which will describe the what, when and how of the 
alert. 
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11 Application performance 
 
PAM monitors the overall application performance by measuring a single 
application response time indicator (the runtime of the concurrent program 
FNDOAMCOL (default)). Over the years it has been found this performance 
measure provides a realistic high-quality indicator as to the application’s general 
condition. 
 
PAM also records the response time history providing accurate activity level 
profiling. 
 
As part of the PAM install process PAM loads any available historical 
performance activity into the PAM response time history repository thus providing 
valuable information from day 1. 
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12 PAM alerts list 
 
The following tables lists the PAM alerts available in Version 2.0. 
 
Each alert comes with a PAM tutorial highlighting why we monitor for the item, 
what the alert looks like, what associated PAM reports to use for more details 
and what to do with this information. 
 
General Application Alerts: 

Alert ID Alert Description Tutorial 

GA-001 Alert when the sign-on audit level has been changed 1 

GA-002 Alert when the application is in maintenance mode 5 

GA-003 Alert to trigger an SLA renegotiated 14 

 
Performance Alerts: 

Alert ID Alert Description Tutorial 

PF-001 Alert when the overall application performance is 
degraded 

2 

 
Concurrent Manager Alerts: 

Alert ID Alert Description Tutorial 

CM-001 Alert when the internal concurrent manager process cannot 
be found 

5 

CM-002 Alert when the number of pending requests exceeds the 
threshold 

7 

CM-003 Alert when potential long running requests are found 7 

 
Concurrent Program Alerts: 

Alert ID Alert Description Tutorial 

CP-001 Alert when selected programs are either missing or on-
hold 

12 

CP-002 Alert when selected programs complete with error or 
warning 

12 

CP-003 Alert when selected programs have been submitted 12 

CP-004 Alert when duplicate requests have been detected 7 

 
Concurrent Request Alerts: 

Alert ID Alert Description Tutorial 

CR-001 Alert when Aged On-hold Request are found 12 

CR-002 Alert when the number of Completed Error Requests 
exceeds the threshold 

5 

CR-003 Alert when the number of Total Completed Requests 5 
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exceeds the threshold 

CR-004 Alert when the number of Completed Warning Requests 
exceeds the threshold 

5 

 
Database Alerts: 

Alert ID Alert Description Tutorial 

DB-001 Alert when there are new application related Invalid 
Objects 

3 

DB-002 Index rebuild reminder 3 

DB-003 Alert when a tablespace free space drops below X pct or 
datafiles are added 

3 

DB-004 Alert when the application patches have been applied 10 

 

Note: PAM is an application monitor not a database monitor, these items 
have been included for completeness 

 
DBA Alerts: 

Alert ID Alert Description Tutorial 

DBA-001 Internal - Collects database session stats - No alert 10 

DBA-002 Alert when database session stats exceed their threshold 
value 

10 

 

Note: PAM is an application monitor not a database monitor, these items 
have been included for completeness 

 
User Activity Alerts:  

Alert ID Alert Description Tutorial 

UA-001 Alert Aged Application Accounts detected 8 

UA-002 Alert when the number of connected full service user 
accounts exceeds the threshold value 

9 

UA-003 Alert when the number of Unsuccessful Logins exceeds 
the threshold value for each user 

8 

UA-004 Alert when the number of Self Service Sessions exceeds 
the threshold value 

9 

UA-005 Alert when the total number of Self Service Page Requests 
(Day) exceeds the threshold value 

9 

UA-006 Alert when Self Service Sessions have timed out due to 
page limit exceeded 

14 

UA-007 Alert when Self Service Sessions have timed out due to 
connect time limit exceeded 

14 

UA-008 Alert monitored account has been end dated 8 

UA-009 Alert monitored account has been closed 8 

UA-010 Alert when end dated accounts are due to expire 8 

UA-011 Alert when self-service page requests rate (pages per 9 
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minute) exceeds the threshold value 

 
Workflow Alerts: 

Alert ID Alert Description Tutorial 

WF-001 Alert when there are excessive Workflow Background 
Processes running 

2 

WF-002 Alert when there are Long Running Workflows 13 

WF-003 Alert when Old Active Workflows are detected 13 

WF-004 Alert when possible Workflow spinners are detected 6 

WF-101 Alert when the number of Active Workflow Items exceeds 
the threshold value 

6 

WF-102 Alert when the number of Completed Workflow Items 
exceeds the threshold value 

6 

WF-103 Alert when the number of Deferred Workflow Items 
exceeds the threshold value 

6 

WF-104 Alert when the number of Error Workflow Items exceeds 
the threshold value 

6 

WF-105 Alert when the number of Notified Workflow Items exceeds 
the threshold value 

6 

WF-106 Alert when the number of Suspended Workflow Items 
exceeds the threshold value 

6 

WF-107 Alert when the number of Waiting Workflow Items exceeds 
the threshold value 

6 

WF-108 Alert when the number of Timeout Workflow Items 
exceeds the threshold value 

6 

WF-109 Alert when the number of Stuck Workflow Items exceeds 
the threshold value 

6 

WF-110 Alert when the number of workflow Mail Items Waiting to 
be sent exceeds the threshold value 

6 

WF-111 Alert when the number of active workflows exceeds the 
threshold value 

6 

WF-112 Alert when the number of completed workflows exceeds 
the threshold value 

6 

 
PAM Internal: 

Alert ID Alert Description Tutorial 

IN-001 Internal - Collects daily application activity - No alert 1 

IN-002 Internal - Collects intraday workflow activity - No alert 6 

IN-003 Internal - Sets threshold levels based on application 
usage - No alert 

14 

IN-004 Internal - Used to remove PIPER_RX email addresses 
from email routing table - 1 Warning only 

 

IN-005 Internal - Used to alert if any PAM table has grown 
beyond expectation 

6 
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IN-006 Internal - Reminder when sign-on audit is not set to either 
responsibility or from level 

1 

IN-007 Internal - Collect stats for long running requests check  

IN-008 Internal - Intraday application activity collector - No alert 10 

IN-009 Internal - Alert when PAM errors have been detected 6 

IN-010 Internal - Suspend PAM alerts if generating too many 
alerts 

9 

IN-011 Internal - Disable PAM alerts if package found to be 
invalid 

12 

IN-012 Internal - Disable PAM alerts generating too many errors 
for the remainder of the day 

12 

 
 
 

13 Alerts in more detail 
 

13.1 General Application 

 

13.1.1 Sign-on audit level (GA-001) 

 
PAM will alert if the sign-on audit level changes from its current setting. 
 

Note: PAM requires a minimum of Responsibility level to report on full service 
activity. 

 

13.1.2 Maintenance mode (GA-002) 

 
PAM will alert if the application has been placed in maintenance mode. Once in 
maintenance mode users are unable to connect to the application. PAM’s 
maintenance mode check is a good example of PAM’s smart alerting; once 
maintenance mode has been detected, the PAM check frequency will be slowed 
for the duration of the maintenance period so as to prevent annoying alerts. 
 

13.1.3 SLA renegotiation trigger (GA-003) 

 
Knowing you cannot maintain your SLA levels forever in a growing application, 
PAM uses a series of checks across your application activity over time and will 
send an alert when indications are that your SLAs may need to be renegotiated. 
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13.2 Overall Application Performance (PF-001) 

 
Performance measurement is an emotive topic with all parties having a vested 
interest. PAM provides a basic, simple, easy to understand (by all levels of 
business) measure of overall application performance, alerting when the 
performance of your application database is degraded.  
 

13.3 Concurrent managers 

 

13.3.1 Concurrent manager status (CM-001) 

 
PAM alerts when the concurrent managers are down and you have not turned 
them off. This a good example of PAM’s smart alerting; once the managers have 
been detected as down, the PAM check frequency will be slowed for the duration 
of the issue so as to prevent annoying alerts. 
 

13.3.2 Pending request (CM-002) 

 
PAM alerts when the number of pending requests exceeds the calculated 
threshold value for any given concurrent manager. The calculation is based on 
the number of concurrent manager processes the manager has been assigned. 
 

13.3.3 Long running requests (CM-003) 

 
PAM alerts when requests have been running longer than “normal” based on 
runtime stats collected by PAM. Individual programs can be excluded from this 
check via the PAM program exceptions feature.  
 

13.4 Concurrent Programs 

 
PAM provides a fully configurable concurrent program monitor. You decide what 
programs should be monitored and let PAM do the rest. (PAM does provide a 
starter list). 
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13.4.1 Monitored programs (CP-001) 

 
There are many “normal” maintenance programs that should be run, such as 
purge concurrent requests. PAM will alert when a monitored program either does 
not exist or has been placed on-hold. PAM allows you to add any number of your 
own programs to be monitored. 
 

13.4.2 Completed error or warning (CP-002) 

 
PAM alerts when a monitored program completes with a status of error or 
warning. Depending on your business, you might consider adding statement 
processing or posting to the program monitor list. 
 

13.4.3 Alert when submitted (CP-003) 

 
PAM alerts when a monitored program has been submitted (such as a 
concurrent manager shutdown) or, if you want, that program you told your users 
not to submit until after hours……. 
 

13.4.4 Duplicate requests (CP-004) 

 
PAM defines a duplicate request as the same user submitting two or more of the 
same program with the same arguments. It does not include on-hold and 
scheduled requests. PAM alerts when duplicate requests are detected, 
identifying who and what has been submitted. One or more concurrent programs 
can be excluded from this check, such as request sets and request set stages 
etc… these are excluded out of the box. 
 

13.5 Concurrent Requests Activity 

 

13.5.1 Aged on-hold requests (CR-001) 

 
PAM provides a gentle reminder to cleanup all those “old” requests that have 
been on-hold for long periods. 
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13.5.2 Completed requests (CR-002) 

 
PAM alerts when the number of completed requests exceeds a threshold value.  
 

13.5.3 Completed error / warning (CR-003/CR-004) 

 
PAM alerts when the number of error or warning requests exceeds a threshold 
value. Once the threshold has been reached you will be notified on any additional 
requests that complete with a status of error or warning. 
 
 

13.6 Database alerts 

 

Time to re-iterate PAM is not a database monitor; there are plenty of 

good Oracle database monitors on the market. However, this being said, there 
are a number of database related items that are of interest to the pure 
Applications Administrator and outside the typical DBA administrator field. These 
are:   
 

13.6.1 Invalid application objects (DB-001) 

 
PAM will alert if any application registered or PAM object has become invalid 
since the prior PAM invalid object check. PAM does not continually alert for the 
same invalid object. In the unlikely event that several thousand objects become 
invalid (it does happen) PAM will generate a single alert showing the number of 
invalid objects.  
 
It is not for the Administrator to identify why the object became invalid or to 
recompile the object. However, it is very helpful to know of any newly invalidated 
objects. For example, if a new AR object becomes invalid, the Administrator can 
be fore warned that any left field issue related to AR may be associated with the 
newly invalidated object. 
 

13.6.2 Index maintenance (DB-002) 

 
Indexes on dynamic tables such as fnd_concurrent_requests and 
wf_item_activity_statuses should be rebuilt on a regular basis. 
PAM provides an index rebuild alert to remind you that your selected indexes 
have not been rebuilt in N months. Further indexes can be added to the index 
check in addition to those provided out of the box.   
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13.6.3 DB free space (DB-003) 

 
PAM will alert if any tablespace free space drops below a threshold percentage. 
Unlike most tools PAM will only alert when tablespace shrinks. Individual 
tablespaces can be excluded from this check. 
 

13.6.4 Patches (DB-004) 

 
PAM will send an alert when one or more patches have been applied, just so you 
know what is going on in your application. 
 
 

13.7 DBA Alerts 

 
 
Again PAM is not a Database monitoring tool, however there are a number of 
database session stats that have proven to be invaluable as a predictor of overall 
application performance issues. , As such PAM provides a method of monitoring, 
alerting and reporting on one or more database session statistics. 
 

13.7.1 Session stats (DBA-002) 

 
PAM provides the ability to monitor and report on one or more of the databases 
200+ session statistics and report should any statistic exceed it threshold value 
 
 

13.8 User Activity 

 

13.8.1 Aged application accounts (UA-001) 

 
PAM alerts when there are unused accounts or accounts that have not been 
accessed for some time which many be candidates for end dating. PAM also 
provides the processes needed to exclude appropriate accounts from the aged 
account check. 
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13.8.2 Current connections (UA-002/UA-004) 

 
A large number of connected users may place higher loads on the application, 
and application architectural components. PAM will alert if the number of 
connected users exceeds the threshold value.  
 

13.8.3 Unsuccessful logons (UA-003) 

 
PAM will alert when any account has had more than three (configurable) 
unsuccessful login attempts on an account by account basis. PAM will continue 
to alert if there are more unsuccessful attempts on individual accounts during the 
course of the day. 

13.8.4 Self-service page requests (UA-005) 

 
PAM will alert if the number of page requests exceeds the threshold value. This 
will help alert you when your web servers are being put under heavy load by 
application users. 
 

13.8.5 Self-service session limits (UA-006/UA-007) 

 
Nothing is more annoying than having to regularly reconnect your session due to 
session timeouts caused by low session limits, particularly if you are a customer. 
PAM will alert if any self-service session has exceeded either its time or page 
limits. 
 

13.8.6 End dated accounts (UA-008) 

 
There are a number of accounts such as SYSTEM and GUEST that should not, 
under normal circumstances, be end dated. PAM will alert if any of the monitored 
accounts have been end dated. 
 

13.8.7 Expired accounts (UA-009) 

 
It would, for example, create a number of issues if the SYSTEM account was 
closed.  PAM will alert if any of the monitored accounts have expired. 
 
 



PAM - what, how and why….– Version 2.0 (April 2011) 

 

 
PAM - Piper-Rx Application Monitor  

PIPER-Rx – Home of the E-Business Resource Centre 

Use of this document is subject to the Legal Notice and Disclaimer as shown on the PIPER-Rx.com website          © 2009-2011 G Piper Page 29 of 36 
 

13.8.8 Accounts due to expire 

 
PAM will alert when future end dated accounts are due to expire. 
 

13.8.9 Self-service page request rate 

 
PAM will alert when the self-service page request rate (pages per minute) 
exceeds the threshold value. 
 
 

13.9 Workflow Alerts 

 
Unlike most OEBS application activity (e.g. concurrent requests) Workflow only 
stores limited instantaneous historical activity and therefore must be treated 
differently.  PAM periodically records the workflow status counts and alerts if any 
of the individual workflow statuses exceeds their threshold value. PAM also 
alerts if the workflow mailer is having trouble.  
 

13.9.1 Too many workflow background processes (WF-001) 

 
PAM will alert if your site is running too many workflow background processes. 
This is a very common problem in the industry and is a complete waste of 
resources. 
 

13.9.2 Long running workflows (WF-002) 

 
PAM alerts when selected (configurable) workflows have been running longer 
than they “normally” run. To make this feature usable, PAM provides a unique 
feature to filter out all those old workflows that have been hanging around for 
years and have not been actioned. 
 

13.9.3 Old workflows (WF-003) 

 
Once every couple of months PAM will provide an alert identifying the number of 
“OLD” workflows still hanging around in your application, just to let you know they 
are still there and will need cleaning up at some stage. 
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13.9.4 Workflow spinners 

 
This unique PAM feature will alert if any workflow is in a spinning state. 
 

13.9.5 Active Workflows 

 
PAM will alert when the number of “Active” workflows exceeds the PAM 
threshold value.  
 

13.9.6 Completed Workflows 

 
PAM will alert when the number of “Completed” workflows exceeds the PAM 
threshold value. This could indicate your purging process has not been running 
or that you have introduced new workflows but not included them in your purging 
program. 
 

13.9.7 Workflow items 

 
PAM will alert when any of the workflow item statuses exceeds their individual 
thresholds. PAM will generate one alert per day for workflow items that have 
exceeded their PAM threshold value. Items that can be rectified such as deferred 
and mailer will continue to alert until the values drop below the PAM alert 
threshold 
 
 

13.9.8 Workflow Mailer 

 
PAM will alert when the number of workflow items waiting to be sent exceeds the 
PAM threshold value. This is a good indicator that there may be an issue with 
your workflow mailer sub system. 
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13.10 PAM Internal 

 

13.10.1 Daily activity monitor (IN-001) 

 
PAM monitors the total daily activity of the application completed on the prior day 
and records the activity. The daily activity is also collected retrospectively on 
install and again if the collection has not been run for a period of time. In this way 
you have the history to add value from day one and no missing data. 
 
The daily activity data collected includes: 
 
× Number of requests 
× Number of error and warning requests 
× The amount of log and out file space being generated 
× The number of full and self -service connections including some basic 

connection statistics 
× Application response time statistics for the day 

 
Great stuff for activity profiling… 
 

13.10.2 Intraday workflow activity (IN-002) 

 
Unlike most OEBS application activity (e.g. concurrent requests) Workflow only 
stores limited instantaneous historical activity and therefore must be treated 
differently.  PAM periodically records the workflow status throughout the day. 
 

13.10.3 Auto Threshold (IN-003) 

 
PAM provides the ability for PAM to periodically set alert thresholds based on 
current application activity. 
 

13.10.4 Stop e-mail alerts being sent to piper-rx (IN-004) 

 
Whilst we don’t mind you sending us you e-mail alerts, PAM will check and alert 
if PIPER-RX exists in any of your email alert settings. PAM will then 
automatically remove any PIPER-RX entries from the e-mail settings. This is a 
one off action. 
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13.10.5 PAM object growth (IN-005) 

 
PAM collects information in a number of repositories; each repository has an 
auto purge feature purging information that is older than a PAM setting for each 
repository. E.g. Daily application activity is purged of records older than 3 years 
(default).  Just in case you set the retention period too high, PAM will alert if any 
of its tables is holding more than 500,000 rows (default), that way you will know if 
any PAM table is experiencing unbounded growth. 
 

13.10.6 Sign-on audit level 

 
This is a reminder that the sign-on audit level is not set to either responsibility or 
form level and as such PAM may not be collecting full service activity 
information. 
 

13.10.7 Collect long running request stats (IN-007) 

 
This is a data collector only, recording and updating request runtime stats for use 
in the PAM long running request monitor. 
 

13.10.8 Intraday application activity collector (IN-008) 

 
This is a data collector only recording the intraday application activity information 
 

13.10.9 PAM Error alert (IN-009) 

 
PAM will alert when any of its internal procedures encounter an error when being 
called 
 

13.10.10 PAM Alert storm (IN-010) 

 
Where a PAM alert has generated more than N alerts in a day that alert will be 
suspended for the remainder of the day 
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13.10.11 Invalid PAM Packages (IN-011) 

 
When PAM detects one or more of its package has become invalid, PAM will 
suspend that package and all alerts associated with that package for the 
remainder of the day or until PAM detects the package has been re-compiled. 
 

13.10.12 PAM Error alert (IN-012) 

 
Should PAM detect that one of internal packages is generating a large number of 
errors (configurable) PAM will disable all checks associated with that package for 
the remainder of the day 
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14 Reports 
 
PAM has over 150 preformatted reports as detailed below. 
 

14.1 Configuration reports 

 
PAM provides 27 configuration reports to help with setup and to report on the 
current PAM settings and exception lists. 
 

14.2 Alert action reports 

 
PAM provides 29 action reports. These reports are designed to provide first level 
additional information when an alert is raised. 
 

14.3 Additional reports 

 
PAM provides 38 reports that give additional information on all areas associated 
with application activity monitoring. 
 

14.4 Alert summary reports 

 
PAM provides 4 reports that provide information on the alerts raised by PAM 
 

14.5 Daily activity reports 

 
PAM provides 16 reports. These report detail information collected by the PAM 
daily activity collector 
 

14.6 Intraday activity reports 

 
PAM provides 20 reports. These report detail information collected by the PAM 
intraday activity collector 
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14.7 General Applications Administration reports 

 
PAM provides 12 reports covering general Applications Administration 
information. 
 

14.8 DBA Session stats reports 

 
PAM provides 6 reports detailing the information collected by the PAM Database 
session stats module 
 
 
 

Note: All reports are in a format that should be readily understood by the 
business user. 
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15 Disclaimer 
 
All material contained in this document is provided by the author "as is" and any 
express or implied warranties, including, but not limited to, any implied warranties 
of merchantability and fitness for a particular purpose are disclaimed. In no event 
shall the author be liable for any direct, indirect, incidental, special, exemplary, or 
consequential damages (including, but not limited to, loss of use, data, or profits; 
or business interruption) however caused and on any theory of liability, whether 
in contract, strict liability, or tort (including negligence or otherwise) arising in any 
way out of the use of any content or information, even if advised of the possibility 
of such damage. It is always recommended that you seek independent, 
professional advice before implementing any ideas or changes to ensure that 
they are appropriate.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Oracle®, Oracle Applications® & Oracle E-Business Suite® are registered trademarks of Oracle 
Corporation 

TOAD® is a registered trademark of Quest Software  

© 2009 – 2011 G Piper   All Rights Reserved 


